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Introduction

If we consider recent technological developments in the
field, few concepts have influenced how
we define, develop and imagine future healthcare sys-
tems as profoundly as . Less
than 6 years after the first Al-enabled
was approved (AliveCor 2014)' , Al has become omni-
presentin the field. Almost all major Health Tech corpo-
rations are currently considering or planning to use
some form of Alin future products and services. Looked
at more closely, this phenomenon should not come as
a surprise. Al concepts and methods have been used
successfully in a wide range of domains and across many
different industries for some years, and statistical ap-
proaches have also been in use in medical image analy-
sis solutions for some time. In retrospect it was an obvi-
ous match.

In Health Tech, the use of statistical methods such as Al
has been further fuelled by the success of computer vi-
sion, the digitization of medical records and diagnostic
data, and a sharp increase in the amount of patient-gen-
erated data being produced by apps and wearables. Re-
cently, the trend started to point towards using Al in a
broader range of applications with examples being au-
tomated patient diagnosis and automated processes
throughout hospitals and clinics. But rapid growth in
Al-driven applications has its drawbacks. Al is still a rel-
atively new technology and a lot of medical device man-
ufacturers and requlating bodies do not yet fully under-
stand the opportunities and challenges it brings.

While Al looks to be an excellent fit for the healthcare
sector, there are some important obstacles to overcome
- obstacles that are not present (or present to a far small-
er degree) in non-regulated environments. In contrast
to most other applications of Al, incorrect predictions
made by an automated system forming part of a medical
device can cause direct harm. While the cost of a mis-
take by an algorithm aimed at predicting whether a user
will click on an online advertisement is small and purely
monetary, the consequences of incorrect diagnosis and
treatment can be fatal.

To manage and minimize the risk to patients, govern-
ments around the world regulate the development and
approval of medical devices and software. These requ-
lations apply equally to medical Al solutions. Unfortu-
nately, at the present time there are no standards for de-
veloping medical Al devices and very few guidelines exist.
The result is considerable uncertainty. Correct deploy-
ment and evaluation of Al systems is complex, and Al
systems pose a major risk to patient safety if

are biased, non-robust or not properly validated. To date,
very few randomised clinical trials of deep learning sys-
tems have been conducted (Nagendran et al., 2020).

In this white paper, we will discuss challenges and op-
portunities for Al in Health Tech, offer insights into

development of approach-
es, and share the best practices we have identified in
running real world projects. We have therefore struc-
tured the paper into three sections:

In Section.2 7, we discuss past and existing Health Tech
applications where Al has already proven its worth. We
also highlight the areas where, based on our experience,
we see the biggest opportunities for Al innovation in the
near future.

In Section.3 1, we focus on regulatory considerations
for approvable Al. We discuss current requlatory require-
ments and highlight areas for further refinement.

In Section.4 7, we share our Zihlke best practice prin-
ciples for developing commercial medical Al solutions.
Best practices are at the core of any Al project aiming
for long-term impact, but need additional consideration
when applied to the medical field.

In conclusion, this white paper is aimed at helping you
to create medical Al solutions that are safe, reliable, sat-
isfy requlatory requirements and can truly improve pa-
tients’ lives.




The Past, Present
and Future of Medical Al

Right now, the medical device/medical software field is bursting with ideas and
concepts for Al solutions. Substantial sums of money are clearly being poured
into research on potential applications for Al. While this is a positive develop-
ment, it should be noted that Al - like any other technology - is not always the
golden solution for every problem. Al is inherently better suited to repetitive
tasks involving large amounts of variable data or applications requiring high
accuracy and rapid analysis. Such applications also tend to fulfil the crucial
requirement of having labelled data available for development and training.
Highly specialized tasks performed only infrequently do not meet this key
requirement. This is quickly apparent if we look at the fields in which medical
Al applications are considered in the Al literature (Figure 1) 7.



A_proven track record

Image analysis and
big data processing

If we look at some of the first Al-based medical devices ~ HCPs familiar with computer-assisted image analysis, ac-
to be approved, one thing stands out. A substantial ma-  cepting the idea of a clinical decision support system

jority involve medical image analysis (CDS) - which is what almost all currently approved Al DI tic Imaai w
medical software applications claim to be - is a relative- lagnostic Imaging

ly small step. Systems describing themselves as CDSs 7

Extract from the list of the earliest medical aim to provide HCPs with fast, reliable information on Genetic _

softwares using Al for medical image analysis which to base diagnostic and treatment decisions.

1A NE e vk e Bl el e e s s Al S The key benefit offered by these systems relies on the Electrodiagnosis _

m Arterys; Cardiac MRI interpretation; January 2017 fact that medical image analysis often involves examin- | W Year 2013

m MaxQ-Al; CT-based diagnosis of brain haemorrha- ingand interpreting large sets of images, where relevant - S  Year 2014
ges; January 2018 features may be hard to detect, especially if the examin- Monitoring, Physiologic | W Year 2015

m Viz.ai; CT-based stroke diagnosis; February 2018 er is tired. Additionally, diagnostic sensitivity and spec- M Year 2016

ificity is rarely dependant on single features, but is often
improved by taking into account multiple features and
That it was in the medical imaging field that the idea of  relations between features and feature groups.
exploiting the potential of Al first gained momentum is Mass Screening
unsurprising. Medical imaging has long been a key driv-  If your application fulfils the following conditions, there

er in the development and utilization of automated and  is a good chance that Al could be a valuable extension

Disability Evaluation

feature-driven analysis of large quantities of image data  to your product: Others

(CT, MRI, OCT scans, etc.). These solutions frequently ‘

employ statistical approaches. Software designed to m Large, structured, standardised datasets are 0 500 1000 1500 2000 2500 3000 3500
support medical image analysis has an impressive track available

record and has earned substantial trust from health care  m  Image analysis is used to identify, highlight

professionals (HCP) 1. So the degree of resistance to and classify features for diagnostic or other Figure 1: Fields of applications considered for medical Al (Source: (Jiang et al., 2017))

taking the plunge with Al has been notably smaller than decision-making

in other fields. Disciplines such as radiology, pulmonol- m Analysis involves browsing through large datasets

ogy and ophthalmology provide vast, meticulously la- with potentially small or weak features

belled datasets on which to test new approaches. For
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Al offers little benefi
Isolated applications where
suitable data is lacking

Early adopters required
Federated learning
and language processing

In addition to image processing and analysis, Al has re-
cently reached the point where it becomes feasible to
consider its use for a number of other medical applica-
tions, including natural language processing ./ and fed-
erated learning /. These approaches have achieved
promising results in research studies and in proofs of
concept for health care applications, but are not yet in
widespread clinical use. They reason they lag behind
image analysis is that the technology and methods are
relatively new and are still being researched and because
the structured data needed for these applications has
only just started to be collected and provisioned.

Research and development of these applications is to
some extent also hindered by privacy concerns and the
value of individually identifiable health information. Pro-
tected health information (PHI) /1) is subject to the high-
est protection and anonymisation requirements, making
it difficult to create and provision large datasets while at
the same time ensuring that the data ownership remains
with the patient. Patient anonymisation meets some PHI
privacy requirements and is widely used in clinical infor-
mation systems. But such approaches are often de-
signed to work only if data stays within the system man-
aging the anonymisation.

For patient reports and clinical documentation - where
natural language processing would offer significant ben-
efit - anonymisation is inherently more complex, as, in
addition to metadata, patient specific data is also present
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in the text being analysed. Patient specific data is often
the most important attribute to be extracted from the
text. Storing such data in a publicly accessible database
is therefore almost impossible. Federated learning is an

attempt to overcome these limitations. It involves allow-

ingmodels to be individually trained on isolated datasets,
sharing only the trained models, which do not contain
any personal information. Promising results have been
achievedin aresearch environment (see MELLODDY? /),
but the concept has yet to prove itself in a productive
and regulated environment.

Once the technology and the approaches to properly
handle personalized data are defined, by automating
much everyday health care paperwork, such as patient
reports, literature searches, analysis of study protocols,

etc., Al could facilitate a major breakthrough. One po-

tential application is disease subtyping for precision
medicine. While various studies have shown promising
results using proteomics and molecular data (Sinkala et
al., 2020), other results suggest that such models also

need to include electronic patient histories and longitu-

dinal health data (Saria and Goldenberg, 2015; Zhang et

al., 2019). However, this again raises issues of data own-

ership, responsibility for data and anonymisation.

Despite some uncertainties, early adopters could gain a

highly rewarding head start if they now lay the founda-

tions of future projects including concepts for sharing
results while retaining full ownership of valuable data.

While Al has shown itself to be one of the most promis-
ing developments in the Health Tech field over the last
decade, it'simportant to acknowledge its limitations. As
with any other technology, Al may be unsuitable for cer-
tain problem sets or simpler, more efficient methods
may be available. Focusing solely on Al solutions just
because Al is today’s next big thing would be counter-
productive.

One of the biggest obstacles to using Al is a lack of avail-
able data. Because Al is, by its nature, a statistical meth-
od, suitable, well-labelled data sets are essential for
achieving the kind of model and algorithm performance
required. This is even more true for medical Al, where
reliable performance is critical and needs to be demon-
strated to regulatory authorities. Even where data is avail-
able, selection bias or poor labelling may mean that the
quality of the data set (see also Principles of Al in Health
Tech /) is inadequate.

Data may be lacking because the appropriate data has
not been collected and structured or simply because the

number of patients or treatment events is limited. Where
this is the case, a simple expert system or standard op-
erating procedures may have a comparable or better
impact on decision making. In this case, the data pro-
cessing, model development and algorithm training
workload is simply not justified. Questions should be
asked about whether Al is the appropriate tool if the ap-
plication meets any of the following criteria:

low incidence surgery or treatment

diagnosis and treatment of rare diseases
situations involving extensive patient interaction
procedures with low cases numbers and large
variability

Al solutions can still be valuable for the above applica-
tions (or aspects thereof), but before investing in model
development the feasibility of the proposed approach
should be carefully evaluated.




Regulatory Considerations
and Current Regulatory
Environment

Any treatise on new technology in the Health Tech environment would not be
complete without addressing requlatory requirements. This is certainly no
different for Al. Working with emerging technologies often pushes the limits of
the existing requlations, because they no longer or not completely cover new
approaches and concepts. The following section analyses the current requlato-
ry environment and discusses best practices and potential pitfalls as we see
them.
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General
derafi

Cucrent regulatory
enviconment

Because of their legislative nature, regulations - and
medical requlations in particular — exhibit a high degree
of inertia and often fail to keep pace with emerging tech-
nologies. This is certainly also the case with medical Al
Existing legislation fails to take account of specific fea-
tures of this novel technology. While the FDA has risen
to the challenge and published a proposed regulatory
framework for AI* 7, at the time of writing (October 2020)
the EU has been notably quiet about this issue. The Eu-
ropean Commission appointed 52 experts to the
High-Level Expert Group on Al (Al HLEG) in 2018, but
still only few guidelines have been published and even
the current centrepiece, the Ethics Guidelines for Trust-
worthy Al* /' remains a draft guideline only (as at Octo-
ber 2020).
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In the European Union, the end of the transition period

from the MDD to the MDR in May 2021 adds an addi-

tional layer of complexity. Because the MDR will place
many standalone software in a higher risk class than the
old MDD, manufacturers are still having their products

approved as class 1 devices under the older directive.
This is a reasonable approach, since it allows manufac-

turers to start collecting additional data (e.g. post-market
clinical follow-up data) crucial for approval under the
MDR.

As discussed above, at present there are no harmonized
standards aimed at specifically addressing the issue of
Al in medical software. This is not expected to change
in the near future. So what should manufacturers of Al
products do?

Quality assurance standards generally require the use
of best practices and state-of-the-art development. In
the absence of more specific guidelines, that means
nothing more and nothing less than looking at existing
regulations and applying them to the maximum extent
possible to your new problem set. In short, it’s essential
that you comply with existing reqgulations and essential

requirements applicable to all medical device develop-

ment:

Existing, non-Al specific standards and regulations are
a valuable source of information for the above points.
The following standards and regulations should be taken
into account whatever technology or concepts are used:

m |EC 62304 for medical software lifecycle
management

m SO 14971 for risk management

ISO 13485 for quality systems

m 21 CFR and/or MDR/IVDR for quality management
and general requirements for medical devices

m There must be a well-formulated intended use /1
The performance of the medical device in general
and the Al algorithm must be verified and validated
for the specific intended use.

m Key and quality-critical parameters must be defined
and described and it must be demonstrated that
the device performs as claimed (sensitivity, speci-
ficity, etc.).

m Software must be developed in accordance with
existing harmonized standards.

m The development must be properly planned and
documented. The methods used for development,
verification and validation must be specified.

m There must be a quality assurance process in place
and people working on development must be capa-
ble of performing the tasks assigned to them.

m Development must be risk-based. There must be
proper risk analysis and mitigations must be defi-
ned and verified. The legal manufacturer is respon-
sible for any harm caused by the medical device.

While existing software development and risk manage-
ment standards are a useful starting point, they do not
take account of the unique nature of Al. The use of sta-
tistical effects and principles in Al calls for additional
caution and additional processes to ensure that products
are safe and effective. Figure 2 /1 shows an overview of
the Ziihlke medical Al process and highlights the stages
at which each of the above regulations apply.
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Evaluate & Prototype Build & Operationalize Operate & Extend
Stage 1 Stage 2 Stage 3 Stage 4 Stage 5
Model
Data Data Science Performance Medical Device Validation
Processing Research Evaluation Development & Monitoring

Education & Skills
Quality Management (ISO 13485)
Computer System Validation Regulated Software Development (MDR/IEC 82304 /IEC 62304)
Verification & Validation (MDR/IEC 82304/IEC 62304)
Algorithm R&D Report
Risk Management (ISO 14971)

Usability (IEC 62366)

Figure 2: The stages of the medical Al development process with corresponding regulations and documentation
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In addition to general regulatory requirements, a num-
ber of factors highly specific to Al-based medical soft-

ware also need to be considered. At the time of writing,
the number of best practice guides and guidelines on Al

Paper/guideline/framework Scope

Johner Institute Guideline for Al EU and FDA

for medical software is limited but, encouragingly, grow-
ing steadily. While none of these guidelines have an of-
ficial character, all aim to anticipate the approach regu-

lators will take. This makes them very useful.

Content/focus

Guideline listing state of the art and best practi-
ces, as well as describing management of risks to
maximise patient safety.

Proposed Requlatory Framework for | FDA
Modifications to Artificial Intelli-
gence/Machine Learning (Al/ML)-

Based Software as a Medical Device
(SaMD)s

Total product lifecycle-based regulatory frame-
work for Al technologies. The framework allows
modifications to be made from real-world lear-
ning and adaptation, while ensuring that software
as a medical device remains safe and effective.

Review Key Points of Aided
Decision-Making Medical Device
Software Using Deep Learning
Techniques (NMPA, 2018)

Guidelines for decision-making medical device
software with a focus on deep learning. Issued
by the Chinese National Medical Products Ad-
ministration (NMPA).

Regulatory Science on Al-based Japan
Medical Devices and Systems
(Chinzei et al., 2018)

Technical report on the clinical positioning of
Al medical systems and their applications from
a regulatory science viewpoint. Issued by the
Japanese Science Board of the Pharmaceuticals
and Medical Devices Agency (PMDA).

BSI/AAMI: Machine Learning Alin | EU and FDA (AAMI) This paper examines the implications of the diffe-

Medical Devices’ /!

Al is often developed for use as a standalone medical
device, rather than forming part of a physical medical
device. This adds another layer of complexity, which it
shares with non-Al Software as Medical Device /1 (SaMD)
solutions. Fortunately, for SaMD solutions, existing

rences between conventional medical software
and Al, and discusses the controls needed to
ensure Al in healthcare is safe and effective.

IMDRF®.”1and MDCG’ ' guidelines represent an estab-
lished and valuable source of information. For Al solu-

tions, these gquidelines provide essential information on
issues such as risk categorization, risk-benefit analysis
and clinical evaluation of software.

18



framework

As one of a handful of organizations responsible for the
admission of medical devices, the FDA has embraced
the concept of Al and has published a set of documents
detailing how the agency plans to handle Al solutions in
the future. Additionally, the FDA has also set up a pre-
certification program for companies planning to submit
medical Al solutions for admittance'.” and launched
a Digital Health Centre of Excellence in September
2020 . 1t’s therefore reasonable to assume that, in the
short term, the FDA will play a leading role in defining
Al-specific needs and requirements. As a result, it’s
worth paying close attention to new FDA guidelines and
recommendations.

Based on frameworks published by the FDA and discus-
sions with notified bodies, in order to receive market
approval for Al products, additional Al-specific require-
ments must be met:

m  Quality management systems will need to include
processes for Al. Where available, good machine
learning practice (GMLP)./ will need to be
followed.

m Transparency will be key. Algorithm outputs will be
expected to be reasonably transparent.

m There will need to be proper separation of training,
tuning /1 and test datasets.

m The expected changes to the algorithm and
planned procedures to change and/or update the
algorithm need to be described.

m Post-market surveillance plans will be expected to
consider Al-specific issues (including real-world
evidence for Al models, root cause analysis for mi-
spredictions, analysis of data shift in distributions,
etc.). Manufacturers will need to be transparent
about performance and about changes made to
the product.
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The FDA framework also discusses options for algo-
rithms which continue to learn in the field. This is a fun-
damentally new concept for medical software. Such an
approach would previously have been unthinkable -
medical devices must be validated before they can be
marketed and there are clear rules and requirements for
updating software in the field. If we are to realise Al’s full
potential, however, continuous learning will eventually
have to come into play. When it does, particular atten-
tion will need to be paid to how algorithm modification
is defined.

Inits framework, the FDA tries to explain under what cir-
cumstances:

m it will expect manufacturers to document a3 modi-
fication only, without requiring a new premarket
submission

m it will wish to review modifications and perform
validation before the manufacturer can market the
modified product

m it will insist on a (completely) new submission or
approval

Other regulatory authorities are likely to follow the FDA’s
lead and establish similar rules clearly setting out what
sort of algorithm modifications can be made without re-
quiring notified body involvement. While this point is
definitely something to bear in mind and investment in
developing such systems may prove worthwhile, at pres-
ent we nonetheless continue to recommend keeping
models locked and dealing with updates in the conven-
tional way.

The need for
deli

As outlined before 7, a number of institutions and inter-
ested parties are currently putting forward proposals for
guidelines and best practices for medical Al. There are,
however, few or no harmonized standards. There is sig-
nificant demand for more detailed requlations, guide-
lines and standards, and calls for such guidelines appear
to have been heard. A WHO and ITU initiative has been
launched with the aim of establishing a rigorous stand-
ardized evaluation framework for Al in healthcare (Wie-
gand etal., 2019) and some independent institutes have
also started to publish guidelines for Alin medical prod-
ucts (Johner et al., 2020).

In the meantime, as ever the best approach is to talk to
notified bodies and competent authorities atan early stage.

Despite the lack of official documents, notified bodies in
both the US and Europe have reached out to Al experts
and have recently formulated their idea about what they
will expect from manufacturers to start the approval pro-
cess for Al products (see the guidelines and frameworks
on page 18 7). With Al, getting official agencies involved
atan early stage is particularly important. That’s because
a lot of Al-specific requirements relate to collection, la-
belling and processing of the data used for developing
and training algorithms, which takes place early in the
project. Getting a notified body involved or considering
documentation requirements at too late a stage could
end up being a costly mistake.




Principles of Al
in Health Tech

When it comes to turning a machine learning research project into a marketa-
ble product, safety and quality need to be top priority throughout. Output from
machine learning models needs to be systematically verified and validated, and
all software for training and deploying models must be developed using a
quality management system. The development should be patient-centred to
ensure that the technology is clinically useful, effective, and tested for unin-
tended consequences.

We have brought together machine learning expertise from more than 100 Al
projects and expertise from over 50 years of medical device development to
produce internal guidelines and processes for building health care products
which incorporate machine learning. Figure 2 7 shows our medical machine
learning process. It outlines key steps and considerations at each stage of the
product development process. It brings together our data science process and
requirements from our medical device development process.

Below, we discuss 8 key principles for developing medical Al systems. These
principles complement existing medical device development guidelines and
legislation. (See also Figure 4 7.)
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Princiole 1
High data and
labelling quality

Supervised machine learning - the de-facto standard Al
methodology - is heavily dependent on large datasets
with high-quality labels. Detecting skin cancer inimages,
for example, requires the availability of large numbers
of images of both cancerous and non-cancerous tissue.
Similarly, pre-clinical validation of machine learning
models always involves comparing model outputs to

known reference labels. The quality of datasets, espe-

cially reference labels used for training and evaluating
machine learning models, is therefore critical.

So it’s not surprising that regulators have high expecta-

tions for how data, labelling and reference standard (the
ground truth data used for training and evaluation) are
documented (US Food and Drug Administration, 2012).
Key questions documentation needs to answer are:
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m Does the distribution of data match the population
defined in the intended use?
Any machine learning model will only be valid for the
data it was trained and evaluated on. It is therefore
important that the patient population and method

used to obtain the data are similar to the patient pop-

ulations and methods to which it will be applied. This
includes, for example, demographic data, medical

history, disease state, and test methods and equip-

ment.

m How were the reference labels obtained?
If this involved human annotators, what qualifications

and expertise did the experts possess and what in-

structions did they receive?

m Was data removed and if yes, according to what
criteria?

m What confounders and effect modifiers are there?
What is the distribution of the data, conditioned on
confounders or effect modifiers?

These could be variables such as the type of meas-
uring equipment, the clinic in which the data was re-

corded or patient medical history.

Stage 1 - Data Processing

< ’, Ref. Standard
— =Y = Who
— = %X | m Where?
— = X) m What?

paill
~

N -

Master Data

Development Data Test Data

Training Data Tuning Data

Figure 3: Data splitting strategy and best practices of the Data Processing stage of the medical Al
development process (Stage 1, see Figure 2 .7)

Best Practices

Validated code for data processing and splitting
Controlled access to master data

Analysis of correlation, confounders, and groups
Necessary size of test data estimated (power analysis)
Data representative of intended use population
Documented process for obtaining reference standard




Principle 2

Good machine learning practices

There is no official good machine learning practice
(GMLP) standard like there is for other fields (GxP ).
Nonetheless, there is some consensus among machine
learning researchers about what constitute essential
practices for ensuring high quality machine learning
models.

Animportant task for acompany aiming to build medical
Al solutions is to have a senior data scientist write down
these practices in the form of guidelines, and to ensure

Principle 3
Simple, transparent,
interpretable models

While the main goal of training a machine learning mod-
el is maximizing its performance, it is important to re-
member that the only performance that matters is per-
formance on new, unseen data. It is not enough to look
at just a single performance metric computed on a test
data set. Simpler models may not fit the training data
as well as more complex ones, but the improvement in
performance often fails to translate into actual perfor-
mance in the field. So if multiple models achieve similar
performance on test data, choose the simplest.

The robustness of the model in the face of slight pertur-
bations in the data also needs to be investigated. Rather
than computing point estimates of model performance,
multiple evaluations under different experimental con-
ditions (random seeds, sub-samples of the data) should
be performed. This permits an evaluation of perfor-
mance differences between different models.

Machine learning models should not be black boxes. The
output from a model needs to be explainable both to
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that every data scientist or machine learning engineer
working on building the solution adheres to them.

GMLP should describe things like how to split data into
training, tuning and testing data 1, how to select a mod-
el, perform hyperparameter optimization and features /1
selection, best practices for data collection, pre-pro-
cessing and outlier removal, and best practices for mod-
el validation and explainability.

medical staff and to patients, who have a right to know
on what symptoms and patient information a specific di-
agnosis is based. The data scientists who develop and
test a model should also be able to understand why it
comes up with a specific output. This information can
be used to debug the model and check that its predic-
tions make sense. Some models are interpretable by de-
sign, for example decision trees and linear regression.
For more complex models like gradient boosting and
neural networks, a3 number of approaches to interpret-
ing outputs are available. The book “Interpretable Ma-
chine Learning” (Molnar, 2020) gives a good overview
on the topic.

Choosing simple, transparent, and interpretable models
is therefore at the core of managing the patient risks that
come with applying machine learning techniques in
healthcare and increases the success of requlatory ad-
mission.

Stage 2 - Data Science Research

Use Case

—_

t 2 {88

% Cﬁo Experiment

Methods

Evaluate

Figure 4: Best practices and flow of the Data Science Research Stage of the medical Al
development process (Stage 2, see Figure 2.71)

Best Practices

Documentation of all experiments and results

Version Control System for code, models and data

Re-sampling and cross-validation to compare models

Clinically motivated metric for evaluation

Computer System Validation

Algorithm Research & Development Report

Favor simpler, more robust models with better explainability, less and simpler features




Princinle 4

Thorough evaluation

One of the mostimportant aspects of building a machine
learning model is understanding how well it will work
outside the lab. One of the big challenges for medical Al
is transferring research results into clinical applications.
If performance is not properly evaluated, there is a sig-
nificant risk that machine learning performance will be
overestimated.

Identifying trustworthy performance indicators early in
the product development pipeline allows costly clinical
trials for underperforming models to be avoided and in-
vestment to be directed towards more promising models.
As discussed above, this can only be achieved by sub-
jecting models to extensive and rigorous testing. Other-
wise resourcing decisions will be based on untrustwor-
thy data and are likely to prove to be misquided.

Itis important to remember that the key metric for eval-
uating machine learning models is not their performance
on the data used for developing the model, but their per-
formance on new, previously unseen data. This is obvi-
ously not computable, and proper evaluation should
strive to obtain the best possible estimate of future per-
formance.

Estimating future performance of a predictive model -
model validation - is generally a hard problem. To obtain
a good estimate, a number of factors need to be taken
into account. The process starts with an idea of the dis-
tribution of the data to which the model will be applied.
As with intended use for medical devices, the manufac-
turer needs to define the intended patient group. Once
the intended use population has been identified, you
need to collect data with the same distribution of fea-
tures (age, sex, disease, etc.) and target variable. This is
used to evaluate and train the machine learning model.

When estimating performance, some of the main chal-
lenges relate to the process of correctly splitting data
into training and testing sets. It is important to ensure
that the split retains stratification, but does not distrib-
ute correlated groups of data points across different data
sets. If, for example, a model is to be applied to patients
from clinics that are not represented in the training data,
it is essential that data from any one clinic is not split be-
tween the training and testing data sets.

There have been a number of initiatives aimed at standardizing reporting of model performance:

m The TRIPOD Statement (Moons et al., 2015) features a 22-item checklist for use when reporting on the de-
velopment and performance of predictive models for individual prognosis or diagnosis.
m A recent initiative has adapted the TRIPOD guidelines specifically for machine learning models. (Collins and

Moons, 2020).

m The final step for obtaining market approval is usually a clinical study. Existing guidelines on clinical trial
protocols and reporting have recently been adapted for medical interventions involving Al, giving rise to the
SPIRIT-AI (Cruz Rivera et al., 2020) and CONSORT-AI extensions (Liu et al., 2020).
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Stage 3 - Model Performance Evaluation
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Figure 5: Evaluation tasks and best practices of the Model Performance Evaluation stage of
the medical Al development process (Stage 3, see Figure 2 7)

Best Practices

Point of no return: Validation data can not be used repeatedly

Validated code for evaluation and metric computation

Algorithm Research & Development Report

Evaluate metric, data and performance requirements against intended use
Comparison to simple baseline, human performance and state of the art
Analysis of explainability

Performance on out-of-distribution data




Princiole 5
Reproducible machine
learning pipelines

Itis vital that data science experiments generate consist- ~ steps in the machine learning pipeline - data pre-pro-
ent results on repeated runs. To ensure reproducibility,  cessing, feature selection, hyperparameter optimization,
it is necessary to automate all aspects of training and  cross-validation, etc. - need to be executable as software
testing of machine learning models. That means thatall ~ and not be dependent on manual processes.

Stage 4 - Medical Device Development

Validated Approach and System

Princiole 6 o
Manage data, model
and code history |

Preprocessing Prediction

In a conventional software engineering project, source
code s generally subject to version control. In a machine
learning project it is also necessary to track the history
of and changes to data and trained models. This triplet

code also modify the trained model. It therefore follows
thatwhen a model is evaluated or used in a finished prod-
uct, the code and data need to be in the same state they
were in when that version of the model was trained.

SaMD + App (Frontend, Backend, ...)

of data, models and code forms the core of a machine

learning application. They are strongly interlinked. Having a managed data, model and code history also

means you can run large numbers of different experi-
It is important that data, model and code history are  ments, thereby accelerating the data science process.
managed in tandem, as any modifications to the data or

Figure 6: Best practices and flow of the Medical Device Development Stage of the medical Al
development process (Stage 4, see Figure 2 .71)

Quality Control depending on Classification

Requlated Development (MDR/IEC 82304 /1EC 62304)
Model Specification

Risk Management (ISO 14971)

Verification & Validation (MDR/IEC 82304 /1EC 62304)
Quality Management (ISO 13485)

Computer System and Process Validation for Training
SOUP analysis for SaMD

Usability (IEC 62366)
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Princiole 7
Comprehensively document code,
data, models and design decisions

The development process during the research phase of m  model validation
amedical machine learning project does notneedtobe m software bug risk mitigation
IEC 62304 compliant, butitis nonetheless vital that every m code reviews
decision and experiment is documented. ® unit tests
m code documentation
sampling and data splitting methods
model selection
hyperparameter optimization
feature selection
explainability and feature importance

This documentation should cover the following points:

m ground truth labels

m data processing

m data distribution and intended use population -
see “Datasheets for datasets” (Gebru et al., 2020)
and “Dataset Nutrition Label” (Holland et al., 2018)
for examples

Princinle 8
Communicate results
and uncertainty carefully

Machine learning models can be used by doctors and
other clinical staff in a variety of ways. A diagnostic mod-
el, for example, could simply output the most likely dis-
ease, it could state the estimated likelihood of various
diseases, it could show a list of the 5 most likely diseas-
es, it could just show predicted risk factors that can lead
to one of the diseases and so on.

How the model is going to be used and in what context
needs to be clearly specified in the product’s intended
use. The output from the model needs to be tailored for
this specific use. If the model is to present clinicians with
probabilities, they need to be properly calibrated. In the
case of a disease vs. healthy classification model, this
means that x% of patients where a model outputs a dis-
ease probability of x% indeed have the disease. Many
commonly used machine learning models by default out-
put uncalibrated probabilities. Even after calibrating a
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model using training data, it can still output incorrect
predictions with high certainty when used on data which
does not have the same distribution as the training data
(Ovadia et al., 2019; Zech et al., 2018).

To mitigate these issues itis necessary either to use mod-

els that can detect data is outside of the training data

distribution (Lee et al., 2018b, 2018a) or to add addition-
al algorithms that can identify and reject such data be-
fore it is given to the model. Itis essential that the capa-
bilities and limitations of a model are clearly communi-

cated to the clinician. One option for achieving this is to
use the “Model facts” label. The “Model facts” label is
an attempt to standardize how the capabilities of and

risks associated with machine learning models are com-

municated to clinicians (Sendak et al., 2020).

Stage 5 - Validation & Monitoring

Clinical Trial

$30(5)— e —

Guidelines

m SPIRIT-Al
m CONSORT-AI

Post-market Surveillance

Figure 7: Guidelines, best practices and flow of the Validation & Monitoring stage of the medical
Al development process (Stage 5, see Figure 2 7)

Best practices

m Generate real world clinical evidence for Al throughout its life cycle

m Continuously monitor the performance of the Al system
m Continuously monitor the data for a shift in distribution




Conclusion
and Outlook

Fuelled by technological advances in computing and
growing awareness of the value of data, Al has the po-
tential to fundamentally change Health Tech for the bet-
ter. While not (yet) suitable for use in all areas, Al has
already proven its value and is now trusted for a variety
of applications. We are confident that Al will continue its
ascent and investment in Al will continue to grow. How-
ever, a lack of regulatory clarity and a lack of certainty

regarding future changes to requirements and best prac-
tices are making the approval process for Al more cost-

ly and hindering more widespread adoption. For Al to
build on its existing successes, requlatory authorities

need to release guidelines on and set boundaries for us-

ing Al in requlated products without delay.

Al is already in use in applications such as clinical deci-

sion support systems and image analysis, and will almost
certainly start to make inroads into language processing,
disease subtyping and many other health care fields. In
such fast-moving fields, waiting for a clearer requlatory

environment before setting out on your medical Al jour-

ney risks missing the boat.

Until more specific guidelines are available, we recom-

mend employing good machine learning practices and
adapting existing medical device requlations. To achieve
this, it is important to get machine learning and quality

assurance experts involved at an early stage. Key prin-

ciples when developing medical Al solutions include

thoroughly evaluating model performance and the suit-

ability of data with respect to the intended use, building
interpretable models and reproducible machine learning
pipelines, and comprehensively documenting all design
decisions, data, models and code.

Looking beyond this paper’s focus on commercial, user
facing medical Al products, Al also has tremendous po-
tential in the pharmaceutical industry. Here it is set to
accelerate drug and vaccine development - a competi-
tive advantage that is more important than ever in the
COVID-19 era. In many pharmaceutical fields, any tech-
nology which is able to reduce the set of drug candidates,

thereby reducing the length and duration of clinical stud-
ies, is likely to be a game changer, and Al is no excep-

tion'2./1. In combination with human-on-a-chip systems,
forexample, Al could - once proven - drastically reduce
animal testing, and thereby significantly reduce drug
development costs. Although regulatory requirements

may differ for R&D-oriented applications, we are confi-
dent that that our insights on best practices as present-
ed in this whitepaper may be easily adapted other requ-

lated Al fields.

With a lot of attention on Al and high hopes for what it
may achieve, it can be difficult to assess its real potential
for a specific application. It’'s important to remember that
Alis not a panacea. Nevertheless, it will be important to

keep the current momentum of Al in order to not fall be-

hind this highly competitive field. Developing stable, safe

and secure Al algorithms takes time. It requires special-

ist knowledge and skills which are in great demand on

the labour market and therefore may be difficult to ob-

tain. While it certainly is a risk to invest in building up
the resources needed to create Al concepts, develop
use cases and to realize them, in our opinion it is a risk
well worth taking.
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lossar

Artificial Intelligence (Al)

Academic discipline concerned with the study of intelligent agents, independent of how they
actintelligently. As used in this paper, Al includes specific solutions such as machine learning.

Feature

An input variable to the model, for example information about a patient or a test result.

Federated learning

Decentralized machine learning technique for training a model on multiple servers without
sharing data.

GMLP

Good machine learning practice

(9]

xP

Good “x” practice. Framework of guidelines including good manufacturing practice, good
clinical practice, good distribution practice, etc.

Health Care Professionals
(HCP)

People professionally involved in the treatment, diagnosis, and prevention of diseases such as
doctors, nurses, care personal etc.

Health Tech

The entire health care ecosystem involved in treating, diagnosing and preventing disease, and
improving patient quality of life. It encompasses both devices and drugs.

Label

Annotation of the output in training and testing data. Labels are usually classes (e.qg. different
diseases) or actual values.

Intended use

The Intended Use defines and delimits the purpose and the function of medical products or
services. The intended use is defined by the legal manufacturer of the product or service.

Machine learning (ML)

Field of computer science that gives computers the ability to learn from data without being
explicitly programmed. A sub-field of Al.

Medical device

Any device (including hardware or software only) which fulfils the definition of a medical
device, is subject to medical device regulations and needs marketing approval.

Medical software

Any software running on a physical medical device or any standalone software that has a
medical purpose as defined in medical product regulations.

Model

A mathematical model that describes the relationship between input and output (feature —
label) for a dataset. Models are trained on data using machine learning algorithms.

Natural language processing

A sub-field of machine learning that encompasses models, techniques, algorithms, services
and tools for working with natural language.

Protected health information
(PHI)

Any information about health status, provision of health care, or payment for health care that
can be linked to a specific individual.

Regulated

Development under strict compliance with harmonized standards and subject to approval by
competent authorities and/or notified bodies before market access is granted.

SaMD

Software as medical device - a medical device consisting purely of a software solution and
which does not include any hardware (other than accessories).

Testing data

Data used for evaluating the output of a model.

Training data

Data used for training a model.

Tuning data

Data used for selecting a model type and the hyperparameters of a model.
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